Requesting Security Roles through IAM

Log into IAM at https://oim.iam.wisconsin.edu/xIWebApp/

Select your campus

UNIVERSITY OF "
WISCONSIN SYSTEM e A

A -
UW System Home — Authentication Redirector
UWY System Home Select your organization

Campus Login Help This senvice requires you to authenticate with your local organization, please select it from

Troubleshooting the list below.

University of Wisconsin - Colleges

Search UW System

University of Wisconsin - Eau Claire
University of Wisconsin - Extension
University of Wisconsin - Green Bay
University of Wisconsin - La Crosse
University of Wisconsin - Madison
University of Wisconsin - Milwaukee
University of Wisconsin - Oshkosh
University of Wisconsin - Parkside
University of Wisconsin - Platteville
University of Wisconsin - River Falls
University of Wisconsin - Stevens Paint
University of Wisconsin - Stout
University of Wisconsin - Superior

University of Wisconsin - System Administration

e}
o}
e}
e}
o}
®
e}
e}
o}
e}
e}
o}
e}
e}
e}
o}

University of Wisconsin - Whitewater

[J Remember Me (requires cookies)

® 2009 Board of Regents - University of Wisconsin System. All Rights Reserved
Accessibility Policy | Privacy Policy | Contact Webmaster

Log in using your campus credentials; (click ‘yes’ if you get trusted sites security warnings)

oy MY UW SEARCH PEOPLE
)

W) WISCONSIN

/ UNIVERSITY OF WISCONSIN—MADISON

W

Activate my NetlD Modify my NetiD
NetID Login

The application or resource you requested requires you to login.

Once your login is successful, you'll be returned to the application you've requested.

LOGIN

‘What is my NetlD? (ie. bbadger)

Forgot your password?

Close all web browser windows
when you are finished (quit on a

Mac). When you login with your
NetlD, you are automatically logged
in to other services that use the
NetlD Login Service.
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Click requests, then request resources
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Select PSFT UM Server and click Done
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Enter your supervisor, leave level of data access as is, put IR in filter and scroll down to all of the IR
roles (they will be all together).
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Step 2: Select Resources

PSFT UM Server

~ PSFT UM Server ]
d

Supervisor Name: |Enter Supsrvisor

00160011 | LUKER, KATHLEEN | UW Madison | G SERV/OFFI{ |Level of Data Access: | [Leave As Is] ¥ |

| T et | ‘ << Back | | Tz 1

Filtes Clear F\Iti

AM Supervisor: SupervisorApprove and
Manage their employea's absence request. O
Visw Absence History and Balances.

Campus Direct Retro Approver: F1 Campus
User Diract Retro Approver Access. This
access includes the ability to approve direct O
retros and prepare them to process through
to SFS Financdials.

Campus Funding One BU: FI Campus user
sccess to anter funding for thair Business
Unit, The role provides sccess to the custom |
Funding Entry Page to enter and change

funding for employee/job for user's campus
only.
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Submit Changes Close

Select the roles you want and click submit changes
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Step 20 Select Resources

IR EPM AM Query Library: This rols is to be
requested by users of the Query Library for
related Absence Management data views. O
Note: Individual ODEC database access is
included with this role.

IR EPM BN Snstve Query Library: This role is
to be requestad by users of the Query
Library for related Time B Labor data views. O

Hote: Individual ODBC datsbase sccess is
included with this role.

IR EPM FI Query Library: This role is to be
00160011 | LUKER, KATHLEEN | UW Madison | G SERW/OFFI Feunttad by woeta af he Quars Library for

related Finance Integration data views. Note: | []
Individual ODBC database access is included
| Cancel Raquest(s) | ‘ <= Back | | Continue >> with this role.

PSFT UM Server

IR EPM HR Query Library: This role is to be
requested by users of the Query Library for
related Human Resources data views. Note:
Individual ODBC database access is included
with this role.

IR EPM HR Snstve Query Library: This role is
to be requestad by users of the Query
Library for related Time B Labor data views. O
Note: Individual ODEC database access is
included with this role.

IR EPM PY Query Library: This role is to be
requested by users of the Query Library for
related Payroll data views. Note: Individual

‘ODBC database accass is included vith this
role.

Submit Changer,




Enter supervisor and click continue
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+ My Resources o e@ee
Lol step2 Select Rescurces
» Roquests

+ Request Resources.

+ Manage Resources
+ Help. Resource Hame

PEFT UM Sarver

Search

Uner Hame Resource Name. Level of Data Access Rotes Supervisar's Hame I
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» My Account -
Create a Request To Provision Resources @
» Uy Resources ceoe
it Step X Comphance Agreement
» Requests e
« Roquest Besources As m cmployee of the University of Wisconsin, vou may be cotrusted with certain responsibites and special privieges During the normal execution of your job you may encoumter or hive access to senséive or confidentil iformation Access, modiication.
« Uanage Resources destruction ox disclosuzre of sensitive or confidential mformation may violate University poicy, State or Federal laws The banding of restricted data s governed by State and Federal privacy laws
» telp

Information govemed by these laws may inchade, but is not kmited to
« Academic records, tests and grades or other academic information.
« Financial isformation
« Social secuity mumbers and all other personally identifiable iformation

As an employee of the University of Wiscoasin, you maust take reasonsble steps to protect coafidential or seasitive information that you may have access 10 i the course of business and the nommal execution of yoar job

RESPONSIBILITY
granting of access casmies with it an imphicit bond of trust that:
« You will store under secure conditions all data that you obtain from on-fine pages, data warchouse or extracted datasets, inchuding printed data as well as on-ine transmissions of data (email, fix). Using and storing Social Security Numbers is strongly
discouraged
Encrypt confidential information on my wiversiy-owned computer, laptop, mobile device or removable storage device (e g thumb drive) whenever possble
You will be a responsible user of data, whether it is data relating 1o your own wit or another unit. This is especially important given the shared emvironment of HRS
You will make every reasonable effort to iterpret data accurately and in a professional manner
You will make every reasonable aftempt to maintain the integrity of the data. This includes making oaly the changes that you are authorized to make and doing so i 2n appropriate manner
You will sign out of HRS when not using it
‘You will not share your account and password with otbers.
You will access oaly that iformation you need to perform you job at the Usiversity. This means no casual browsing of data
You will make every reascnsble effort to maintain privacy of the data This inchudes knowing what coasttutes “directory” or public information and observing the employee's right to withhold this information
Whenever personal idensiiable stadent information is requested from you,  you are pot certain of the requestor's “legiimate educational need to know,” or the employee’s desire to withhold information, you willrefer that request to the Data Custodian for
your area.
« Report any actions which violate confidentiaity to my supervisor or the Information Technology Security Officer.

VIOLATIONS

To preserve and protect the integrity of formation technology resources, there may be circumstances where the university must immediately suspend or deny access to the resources. Should a student’s access be suspended under these circumstances, the
‘miversity shall aform the studeat immediately and shall aford the stadent an opportunity to sespond. The wniversity shall then determine whether discipinary action under Chapter UW'S 17, Wisconsia Administrative Code, or some alternative course of action, is
warranted and shall follow the procedare established for such cases

CERTIFICATION

Tunderstand my obligations as a responsible user of the data to which T have been granted access. By sigring this form I certy | am 2 user of RS data and T agree to abide by the state and federal laws and University of Wisconsin pobicies that 2pply to the
proper use of data

1HAVE READ, UNDERSTAND & AGREE TO THE ABOVE TERMS:

1 agree to the terms and conditions

Click submit now
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Wait for your request to be submitted successfully and log out.



